
                         

  
      

  
 

  
  

   
  

   

    
  

  
   

 
     

   
  

    
  

 
 

   
  

 
  

  
 

   

        
  

   

         
   

   
       

       
  

 
  

 

        
  

  
 

     
    

  
  
 

  

   
    

   

  
            

                
               
              
                
              

               
               

              
       

  
       
   
      
         
      
       
    
   
   

C urricul um O utl ine 
T a b l e 1. CCN A E x ploration Cu rricu lu m Ou tline 
C h a p t er N et w o rk

Fun d a m en t a l s 
R o ut in g P ro t o c o l s 
a n d C o n c ep t s 

L A N S w it c h in g a n d
W irel es s 

A c c es s in g t h e W A N 

1 L iv ing in a N etw ork -
Centric W orld 

I ntrod u ction to 
R ou ting and P ack et 
F orw ard ing 

L AN D esign I ntrod u ction to W AN s 

2 Com m u nicating Ov er 
the N etw ork 

S tatic R ou ting B asic S w itch
Concepts and
Conf igu ration 

P P P 

3 Application L ayer 
F u nctionality and
P rotocols 

I ntrod u ction to 
D ynam ic R ou ting 
P rotocols 

VL AN s F ram e R elay 

4 OS I T ransport L ayer D istance Vector 
R ou ting P rotocols 

VT P N etw ork S ecu rity 

5 OS I N etw ork L ayer R I P Version 1 S T P ACL s 
6 Ad d ressing the 

N etw ork - I P v 4 
VL S M and CI D R I nter-VL AN R ou ting T elew ork er S erv ices 

7 D ata L ink L ayer R I P v 2 B asic W ireless
Concepts and
Conf igu ration 

I P Ad d ressing 
S erv ices 

8 OS I P hysical L ayer T he R ou ting T ab le: A
Closer L ook 

N etw ork
T rou b leshooting 

9 E thernet E I G R P 
10 P lanning and Cab ling 

N etw ork s 
L ink -S tate R ou ting 
P rotocols 

11 Conf igu ring and
T esting Y ou r N etw ork 

OS P F 

N etw o rk F undam ental s 
Th is co u rse intro du ces th e arch itectu re, stru ctu re, f u nctio ns, co mpo nents, and mo dels o f th e 
Internet and o th er co mpu ter netw o rk s. It u ses th e O SI and TCP lay ered mo dels to ex amine th e 
natu re and ro les o f pro to co ls and services at th e applicatio n, netw o rk , data link , and ph y sical 
lay ers. Th e principles and stru ctu re o f IP addressing and th e f u ndamentals o f Eth ernet co ncepts, 
media, and o peratio ns are intro du ced to pro vide a f o u ndatio n f o r th e cu rricu lu m. Labs u se a “ mo del 
Internet” to allo w stu dents to analy z e real data w ith o u t af f ecting pro du ctio n netw o rk s. P ack et Tracer 
(P T) activities h elp stu dents analy z e pro to co l and netw o rk o peratio n and bu ild small netw o rk s in a 
simu lated enviro nment. At th e end o f th e co u rse, stu dents bu ild simple LAN to po lo g ies by apply ing
basic principles o f cabling , perf o rming basic co nf ig u ratio ns o f netw o rk devices su ch as ro u ters and 
sw itch es, and implementing IP addressing sch emes. 
P r e r e q u i si t e s: N o ne 
C ha p t e r 1 . L i v i n g i n a N e t wor k -C e n t r i c W or l d 

1 .0 Ch apter Intro du ctio n 
1 .1 Co mmu nicating in a N etw o rk -Centric W o rld 
1 .2 Co mmu nicatio n – An Essential P art o f O u r Lives 
1 .3 Th e N etw o rk as a P latf o rm 
1 .4 Th e Arch itectu re o f th e Internet 
1 .5 Trends in N etw o rk ing 
1 .6 Ch apter Labs 
1 .7 Ch apter Su mmary 
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1 .8 Ch apter Q u iz 
C ha p t e r 2 . C om m u n i c a t i n g Ov e r t he N e t wor k 

2 .0 Ch apter Intro du ctio n 
2 .1 Th e P latf o rm f o r Co mmu nicatio ns 
2 .2 LAN s, W AN s, and Internetw o rk s 
2 .3 P ro to co ls 
2 .4 Using Lay ered Mo dels 
2 .5 N etw o rk Addressing 
2 .6 Ch apter Labs 
2 .7 Ch apter Su mmary 
2 .8 Ch apter Q u iz 

C ha p t e r 3 . A p p l i c a t i on L a y e r F u n c t i on a l i t y a n d P r ot oc ol s 
3.0 Ch apter Intro du ctio n 
3.1 Applicatio ns – Th e Interf ace Betw een th e N etw o rk s 
3.2 Mak ing P ro visio ns f o r Applicatio ns and Services 
3.3 Applicatio n Lay er P ro to co ls and Services Ex amples 
3.4 Ch apter Labs 
3.5 Ch apter Su mmary 
3.6 Ch apter Q u iz 

C ha p t e r 4 . OS I T r a n sp or t L a y e r 
4 .0 Ch apter Intro du ctio n 
4 .1 Ro les o f th e Transpo rt Lay er 
4 .2 Th e TCP P ro to co l – Co mmu nicating w ith Reliability 
4 .3 Manag ing TCP Sessio ns 
4 .4 Th e UDP P ro to co l – Co mmu nicating w ith Lo w O verh ead 
4 .5 Ch apter Labs 
4 .6 Ch apter Su mmary 
4 .7 Ch apter Q u iz 

C ha p t e r 5 . OS I N e t wor k L a y e r 
5 .0 Ch apter Intro du ctio n 
5 .1 IP v4 
5 .2 N etw o rk s – Dividing Devices into G ro u ps 
5 .3 Ro u ting – H o w O u r Data P ack ets are H andled 
5 .4 Ro u ting P ro cesses: H o w Ro u tes are Learned 
5 .5 Ch apter Labs 
5 .6 Ch apter Su mmary 
5 .7 Ch apter Q u iz 

C ha p t e r 6 . A d d r e ssi n g t he N e t wor k – I P v 4 
6 .0 Ch apter Intro du ctio n 
6 .1 IP v4 Addresses 
6 .2 Addresses f o r Dif f erent P u rpo ses 
6 .3 Assig ning Addresses 
6 .4 Is It O n My N etw o rk ? 
6 .5 Calcu lating Addresses 
6 .6 Testing th e N etw o rk Lay er 
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6 .7 Ch apter Labs 
6 .8 Ch apter Su mmaries 
6 .9 Ch apter Q u iz 

C ha p t e r 7 . D a t a L i n k L a y e r 
7 .0 Ch apter Intro du ctio n 
7 .1 Data Link Lay er – Accessing th e Media 
7 .2 Media Access Co ntro l Tech niq u es 
7 .3 Media Access Co ntro l Addressing and F raming Data 
7 .4 P u tting It All To g eth er 
7 .5 Ch apter Labs 
7 .6 Ch apter Su mmary 
7 .7 Ch apter Q u iz 

C ha p t e r 8 . OS I P hy si c a l L a y e r 
8 .0 Ch apter Intro du ctio n 
8 .1 Th e P h y sical Lay er – Co mmu nicatio n Sig nals 
8 .2 P h y sical Sig naling and Enco ding : Representing 
8 .3 P h y sical Media – Co nnecting Co mmu nicatio n 
8 .4 Ch apter Labs 
8 .5 Ch apter Su mmary 
8 .6 Ch apter Q u iz 

C ha p t e r 9 . E t he r n e t 
9 .0 Ch apter Intro du ctio n 
9 .1 O verview o f Eth ernet 
9 .2 Eth ernet – Co mmu nicatio n th ro u g h th e LAN 
9 .3 Th e Eth ernet F rame 
9 .4 Eth ernet Media Access Co ntro l 
9 .5 Eth ernet P h y sical Lay er 
9 .6 H u bs and Sw itch es 
9 .7 Address Reso lu tio n P ro to co l (ARP ) 
9 .8 Ch apter Labs 
9 .9 Ch apter Su mmary 
9 .1 0 Ch apter Q u iz 

C ha p t e r 1 0 . P l a n n i n g a n d C a b l i n g N e t wor k s 
1 0 .0 Ch apter Intro du ctio n 
1 0 .1 LAN s – Mak ing th e P h y sical Co nnectio n 
1 0 .2 Device Interco nnectio ns 
1 0 .3 Develo ping an Addressing Sch eme 
1 0 .4 Calcu lating th e Su bnets 
1 0 .5 Device Interco nnectio ns 
1 0 .6 Ch apter Labs 
1 0 .7 Ch apter Su mmary 
1 0 .8 Ch apter Q u iz 

C ha p t e r 1 1 . C on f i g u r i n g a n d T e st i n g Y ou r N e t wor k 
1 1 .0 Ch apter Intro du ctio n 
1 1 .1 Co nf ig u ring Cisco Devices – IO S Basics 
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1 1 .2 Apply ing a Basic Co nf ig u ratio n Using Cisco IO S 
1 1 .3 V erif y ing Co nnectivity 
1 1 .4 Mo nito ring and Do cu menting N etw o rk s 
1 1 .5 Ch apter Labs 
1 1 .6 Ch apter Su mmary 
1 1 .7 Ch apter Q u iz 

R o uting P ro to co l s and C o ncep ts 
Th is co u rse describes th e arch itectu re, co mpo nents, and o peratio n o f ro u ters, and ex plains th e 
principles o f ro u ting and ro u ting pro to co ls. Stu dents analy z e, co nf ig u re, verif y , and tro u blesh o o t th e 
primary ro u ting pro to co ls RIP v1 , RIP v2 , EIG RP , and O SP F . By th e end o f th is co u rse, stu dents w ill 
be able to reco g niz e and co rrect co mmo n ro u ting issu es and pro blems. Stu dents co mplete a basic 
pro cedu ral lab, f o llo w ed by basic co nf ig u ratio n, implementatio n, and tro u blesh o o ting labs in each 
ch apter. P ack et Tracer activities reinf o rce new co ncepts, and allo w stu dents to mo del and analy z e 
ro u ting pro cesses th at may be dif f icu lt to visu aliz e o r u nderstand. 
P r e r e q u i si t e s: N etw o rk F u ndamentals 
C ha p t e r 1 . I n t r od u c t i on t o R ou t i n g a n d P a c k e t F or wa r d i n g 

1 .0 Ch apter Intro du ctio n 
1 .1 Inside th e Ro u ter 
1 .2 CLI Co nf ig u ratio n and Addressing 
1 .3 Bu ilding th e Ro u ting Table 
1 .4 P ath Determinatio n and Sw itch ing F u nctio ns 
1 .5 Ro u ter Co nf ig u ratio n Labs 
1 .6 Ch apter Labs 
1 .7 Ch apter Su mmary 
1 .8 Ch apter Q u iz 

C ha p t e r 2 . S t a t i c R ou t i n g 
2 .0 Ch apter Intro du ctio n 
2 .1 Ro u ters in N etw o rk s 
2 .2 Ro u ter Co nf ig u ratio n Review 
2 .3 Ex plo ring Directly -Co nnected N etw o rk s 
2 .4 Static Ro u tes w ith “ N ex t H o p” Addresses 
2 .5 Static Ro u tes w ith Ex it Interf aces 
2 .6 Su mmary and Def au lt Static Ro u tes 
2 .7 Manag ing and Tro u blesh o o ting Static Ro u tes 
2 .8 Static Ro u te Co nf ig u ratio n Labs 
2 .9 Ch apter Labs 
2 .1 0 Ch apter Su mmary 
2 .1 1 Ch apter Q u iz 

C ha p t e r 3 . I n t r od u c t i on t o D y n a m i c R ou t i n g P r ot oc ol s 
3.0 Ch apter Intro du ctio n 
3.1 Intro du ctio n and Advantag es 
3.2 Classif y ing Dy namic Ro u ting P ro to co ls 
3.3 Metrics 
3.4 Administrative Distances 
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3.5 Ro u ting P ro to co l and Su bnetting Activities 
3.6 Ch apter Labs 
3.7 Ch apter Su mmary 
3.8 Ch apter Q u iz 

C ha p t e r 4 . D i st a n c e Ve c t or R ou t i n g P r ot oc ol s 
4 .0 Ch apter Intro du ctio n 
4 .1 Intro du ctio n to Distance V ecto r Ro u ting P ro to co ls 
4 .2 N etw o rk Disco very 
4 .3 Ro u ting Table Maintenance 
4 .4 Ro u ting Lo o ps 
4 .5 Distance V ecto r Ro u ting P ro to co ls To day 
4 .6 Ch apter Labs 
4 .7 Ch apter Su mmary 
4 .8 Ch apter Q u iz 

C ha p t e r 5 . R I P Ve r si on 1 
5 .0 Ch apter Intro du ctio n 
5 .1 RIP v1 : Distance V ecto r, Classf u l Ro u ting P ro to co l 
5 .2 Basic RIP v1 Co nf ig u ratio n 
5 .3 V erif icatio n and Tro u blesh o o ting 
5 .4 Au to matic Su mmariz atio n 
5 .5 Def au lt Ro u te and RIP v1 
5 .6 Ch apter Labs 
5 .7 Ch apter Su mmary 
5 .8 Ch apter Q u iz 

C ha p t e r 6 . VL S M a n d C I D R 
6 .0 Ch apter Intro du ctio n 
6 .1 Classf u l and Classless Addressing 
6 .2 V LSM 
6 .3 CIDR 
6 .4 V LSM and Ro u te Su mmariz atio n Activity 
6 .5 Ch apter Labs 
6 .6 Ch apter Su mmary 
6 .7 Ch apter Q u iz 

C ha p t e r 7 . R I P v 2 
7 .0 Ch apter Intro du ctio n 
7 .1 RIP v1 Limitatio ns 
7 .2 Co nf ig u ring RIP v2 
7 .3 V LSM and CIDR 
7 .4 V erif y ing and Tro u blesh o o ting RIP v2 
7 .5 RIP v2 Co nf ig u ratio n Labs 
7 .6 Ch apter Labs 
7 .7 Ch apter Su mmary 
7 .8 Ch apter Q u iz 

C ha p t e r 8 . T he R ou t i n g T a b l e : A C l ose r L ook 
8 .0 Ch apter Intro du ctio n 
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8 .1 Th e Ro u ting Table Stru ctu re 
8 .2 Ro u ting Table Lo o k u p P ro cess 
8 .3 Ro u ting Beh avio r 
8 .4 Ro u ting Table Labs 
8 .5 Ch apter Labs 
8 .6 Ch apter Su mmary 
8 .7 Ch apter Q u iz 

C ha p t e r 9 . E I G R P 
9 .0 Ch apter Intro du ctio n 
9 .1 Intro du ctio n to EIG RP 
9 .2 Basic EIG RP Co nf ig u ratio n 
9 .3 EIG RP Metric Calcu latio n 
9 .4 DUAL 
9 .5 Mo re EIG RP Co nf ig u ratio n 
9 .6 EIG RP Co nf ig u ratio n Labs 
9 .7 Ch apter Labs 
9 .8 Ch apter Su mmary 
9 .9 Ch apter Q u iz 

C ha p t e r 1 0 . L i n k -S t a t e R ou t i n g P r ot oc ol s 
1 0 .0 Ch apter Intro du ctio n 
1 0 .1 Link -State Ro u ting P ro to co ls 
1 0 .2 Implementing Link -State Ro u ting P ro to co ls 
1 0 .3 Ch apter Labs 
1 0 .4 Ch apter Su mmary 
1 0 .5 Ch apter Q u iz 

C ha p t e r 1 1 . OS P F 
1 1 .0 Ch apter Intro du ctio n 
1 1 .1 Intro du ctio n to O SP F 
1 1 .2 Basic O SP F Co nf ig u ratio n 
1 1 .3 Th e O SP F Metric 
1 1 .4 O SP F and Mu lti-Access N etw o rk s 
1 1 .5 Mo re O SP F Co nf ig u ratio n 
1 1 .6 O SP F Co nf ig u ratio n Labs 
1 1 .7 Ch apter Labs 
1 1 .8 Ch apter Su mmary 
1 1 .9 Ch apter Q u iz 

L AN S w itch ing and W irel es s 
Th is co u rse pro vides a co mpreh ensive, th eo retical, and practical appro ach to learning th e 
tech no lo g ies and pro to co ls needed to desig n and implement a co nverg ed sw itch ed netw o rk . 
Stu dents learn abo u t th e h ierarch ical netw o rk desig n mo del and h o w to select devices f o r each 
lay er. Th e co u rse ex plains h o w to co nf ig u re a sw itch f o r basic f u nctio nality and h o w to implement 
V irtu al LAN s, V TP , and Inter-V LAN ro u ting in a co nverg ed netw o rk . Th e dif f erent implementatio ns 
o f Spanning Tree P ro to co l in a co nverg ed netw o rk are presented, and stu dents develo p th e 
k no w ledg e and sk ills necessary to implement a W LAN in a small-to -mediu m netw o rk . 
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P r e r e q u i si t e s: N etw o rk F u ndamentals 
C ha p t e r 1 . L A N D e si g n 

1 .0 Ch apter Intro du ctio n 
1 .1 Sw itch ed LAN Arch itectu re 
1 .2 Match ing Sw itch es to Specif ic LAN F u nctio ns 
1 .3 Ch apter Labs 
1 .4 Ch apter Su mmary 
1 .5 Ch apter Q u iz 

C ha p t e r 2 . B a si c S wi t c h C on c e p t s a n d C on f i g u r a t i on 
2 .0 Ch apter Intro du ctio n 
2 .1 Intro du ctio n to Eth ernet/ 8 0 2 .3 LAN s 
2 .2 F o rw arding F rames Using a Sw itch 
2 .3 Sw itch Manag ement Co nf ig u ratio n 
2 .4 Co nf ig u ring Sw itch Secu rity 
2 .5 Ch apter Labs 
2 .6 Ch apter Su mmary 
2 .7 Ch apter Q u iz 

C ha p t e r 3 . VL A N s 
3.0 Ch apter Intro du ctio n 
3.1 Intro du cing V LAN 
3.2 V LAN Tru nk ing 
3.3 Co nf ig u re V LAN s and Tru nk s 
3.4 Tro u blesh o o ting V LAN s and Tru nk s 
3.5 Ch apter Labs 
3.6 Ch apter Su mmary 
3.7 Ch apter Q u iz 

C ha p t e r 4 . VT P 
4 .0 Ch apter Intro du ctio n 
4 .1 V TP Co ncepts 
4 .2 V TP O peratio n 
4 .3 Co nf ig u re V TP 
4 .4 Ch apter Labs 
4 .5 Ch apter Su mmary 
4 .6 Ch apter Q u iz 

C ha p t e r 5 . S T P 
5 .0 Ch apter Intro du ctio n 
5 .1 Redu ndant Lay er 2 To po lo g ies 
5 .2 Intro du ctio n to STP 
5 .3 STP Co nverg ence 
5 .4 P V ST+ , RSTP , and Rapid P V ST+ 
5 .5 Ch apter Labs 
5 .6 Ch apter Su mmary 
5 .7 Ch apter Q u iz 

C ha p t e r 6 . I n t e r -VL A N R ou t i n g 
6 .0 Ch apter Intro du ctio n 
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6 .1 Inter-V LAN Ro u ting 
6 .2 Co nf ig u ring Inter-V LAN Ro u ting 
6 .3 Tro u blesh o o ting Inter-V LAN Ro u ting 
6 .4 Ch apter Labs 
6 .5 Ch apter Su mmary 
6 .6 Ch apter Q u iz 

C ha p t e r 7 . B a si c W i r e l e ss C on c e p t s a n d C on f i g u r a t i on 
7 .0 Ch apter Intro du ctio n 
7 .1 Th e W ireless LAN 
7 .2 W ireless LAN Secu rity 
7 .3 Co nf ig u re W ireless LAN Access 
7 .4 Tro u blesh o o ting Simple W LAN P ro blems 
7 .5 Ch apter Labs 
7 .6 Ch apter Su mmary 
7 .7 Ch apter Q u iz 

Acces s ing th e W AN 
Th is co u rse discu sses th e W AN tech no lo g ies and netw o rk services req u ired by co nverg ed 
applicatio ns in enterprise netw o rk s. Th e co u rse u ses th e Cisco N etw o rk Arch itectu re to intro du ce 
integ rated netw o rk services and ex plains h o w to select th e appro priate devices and tech no lo g ies to 
meet netw o rk req u irements. Stu dents learn h o w to implement and co nf ig u re co mmo n data link 
pro to co ls and h o w to apply W AN secu rity co ncepts, principles o f traf f ic, access co ntro l, and 
addressing services. F inally , stu dents learn h o w to detect, tro u blesh o o t, and co rrect co mmo n 
enterprise netw o rk implementatio n issu es. 
P r e r e q u i si t e s: N etw o rk F u ndamentals, Ro u ting P ro to co ls and Co ncepts, and LAN Sw itch ing and 
W ireless 
C ha p t e r 1 . I n t r od u c t i on t o W A N s 

1 .0 Ch apter Intro du ctio n 
1 .1 P ro viding Integ rated Services to th e Enterprise 
1 .2 W AN Tech no lo g y Co ncepts 
1 .3 W AN Co nnectio n O ptio ns 
1 .4 Ch apter Labs 
1 .5 Ch apter Su mmary 
1 .6 Ch apter Q u iz 

C ha p t e r 2 . P P P 
2 .0 Ch apter Intro du ctio n 
2 .1 Serial P o int-to -P o int Link s 
2 .2 P P P Co ncepts 
2 .3 Co nf ig u ring P P P 
2 .4 Co nf ig u ring P P P w ith Au th enticatio n 
2 .5 Ch apter Labs 
2 .6 Ch apter Su mmary 
2 .7 Ch apter Q u iz 

C ha p t e r 3 . F r a m e R e l a y 
3.0 Ch apter Intro du ctio n 
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3.1 Basic F rame Relay Co ncepts 
3.2 Co nf ig u ring F rame Relay 
3.3 Advanced F rame Relay Co ncepts 
3.4 Co nf ig u ring Advanced F rame Relay 
3.5 Ch apter Labs 
3.6 Ch apter Su mmary 
3.7 Ch apter Q u iz 

C ha p t e r 4 . N e t wor k S e c u r i t y 
4 .0 Ch apter Intro du ctio n 
4 .1 Intro du ctio n to N etw o rk Secu rity 
4 .2 Secu ring Cisco Ro u ters 
4 .3 Secu re Ro u ter N etw o rk Services 
4 .4 Using Cisco SDM 
4 .5 Secu re Ro u ter Manag ement 
4 .6 Ch apter Labs 
4 .7 Ch apter Su mmary 
4 .8 Ch apter Q u iz 

C ha p t e r 5 . A C L s 
5 .0 Ch apter Intro du ctio n 
5 .1 Using ACLs to Secu re N etw o rk s 
5 .2 Co nf ig u ring Standard ACLs 
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